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LAYER3 HELPS BUILD REMOTE ACCESS AND SECURE NETWORK
FOR THE NIGERIAN EXPORT-IMPORT (NEXIM) BANK
The Nigerian Export-Import Bank (NEXIM) was
established by Act 38 of 1991 as an Export Credit
Agency (ECA) was tasked with the following main
statutory functions: -

Summary
Industry:

Finance

Challenges: a recent and robust firewall
appliance that can handle the security
issues within and from outside into the
bank. Amongst this they also are faced
with the challenge of the ability of staff
to access internal resources from
anywhere in the world via a secure
connection using the internet.

•
•
•
•

Selection Criteria: User convenience,
scalability and robustness, packed with
high port-density, advanced security,
and flexible connectivity, into easily
managed platforms are primary
concern.

•
•

Network Solution: Juniper Networks
SRX240 Service Gateway

Provision of export credit guarantee and export
credit insurance facilities to its clients.
Provision of credit in local currency to its
clients in support of exports.
Establishment and management of funds
connected with exports.
Maintenance of a foreign exchange revolving
fund for lending to exporters who need to
import foreign inputs to facilitate export
production.
Provision of domestic credit insurance where
such a facility is likely to assist exports.
Maintenance of a trade information system in
support of export business.

The Bank presently provides short and medium
term loans to Nigerian exporters. It also provides
short term guarantees for loans granted by
Nigerian Banks to exporters as well as credit
insurance against political and commercial risks in
the event of non-payment by foreign buyers. Being
a Financial Institution, NEXIM Uses the ICT
Solutions to meet her Business Objectives above.

Results: Easy with Access to Remote
resources from any part of the world .
Also, Enhanced network performance,
reliability, and stability; high-speed,
low-latency Internet connection;
reduced security threats; smooth
integration into existing network; and
improved cost efficiencies increased
work Performance.

Challenges
NEXIM wanted resolve the challenges of Improved
Security and remote access to resources by staff to
easy approach to work and also increase efficiency.
With Export and Import Request increasing; the
demands on the network infrastructure, and online
traffic increases exponentially, security was
becoming a major concern, and this posed a major
challenge to NEXIM’s network team as well as its
business partners and vendors.
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Hence a replacement of their previous Edge
infrastructure was required – the SSG20 which
was phased out and unable to accommodate the
organizational growth in network utilization.

•

•

NEXIM needed a solution that could grow
organically to accommodate expansion of both
financial, project and remote operations
respectively, without the need for constant
replacing of existing infrastructure. It also
needed a network solution that would provide
99.9999% uptime, be easy to manage day-to-day,
and ensure a high level of security.

•

•
•

Uses SSL to enable secure remote access
without client software, and no changes to
servers.
Cross-Platform Support allows users to
access corporate resources from any type of
device with any operating system.
Host Checker scans endpoints to ensure
security policy compliance before and
during sessions.
Single Sign-On alleviates the need for
users to have multiple sets of credentials.
Resource Authorization allows grouporiented access security policies.

Selection Criteria
As NEXIM will consider it, User convenience,
scalability and robustness, packed with high
port-density, advanced security, and flexible
connectivity, into easily managed platforms are
primary concern.

Solution
Layer3 implemented secured architecture using
Juniper networks leading firewall gateway devices,
the SRX 240H for NEXIM BANK HQ. The SRX so
suggested is appropriate to replace the present
SSG20 which has gone into End of Life (EOL).
Thus, with the improved features of the SRX such
as the Appsecure, IDP and UTM license. NEXIM
will have a more secured network.

In view of her needs, NEXIM team recognized
the following to in their criteria list for their
Security and Remote Access Solution:
•
•

•
•

•

•

•

Scalable Performance enables
additional services without degradation.
System and Network
Resiliency ensures carrier-class
reliability from redundant hardware
and components, and Junos software.
Interface Flexibility meets the needs of
any network.
Network Segmentation allows
administrators to tailor security and
policies.
Robust Routing Engine separates data
and control planes to allow deployment
of consolidated routing and security
devices.
Comprehensive Threat
Protection includes multi-gigabit
firewall, intrusion detection and
prevention, denial of service, network
address translation and QoS.

The Juniper Media Access Gateway (MAG) was
positioned in the network at NEXIM BANK HQ.
The MAG delivers secure, remote and mobile SSL
VPN connectivity, network access control, and
application acceleration for authorized users
through a single converged gateway, with a single
enabling client.

Internet

41.217.204.134/30
10.30.30.1/30
SRX240H
Public interface

10.30.30.2/30

172.16.4.1
172.16.1.1

MAG6610
172.16.1.10

Internal/Private
interface
172.16.1.0/22

172.16.4.0/24

Servers

NEXIM BANK HQ
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The MAG Series gateways delivers a significant
reduction in OpEx and CapEx costs, increased
deployment density, extensive scalability, and
easily reconfigurable "personality" changes,
between secure mobile and remote access
control.

with bogus data. The full file-based antivirus
feature provides file-based scanning on specific
Application Layer traffic checking for viruses
against a virus signature database. It collects the
received data packets until it has reconstructed the
original application content, such as an email file
attachment, and then scans this content.

Configured Features include:

The full file-based antivirus scanning feature is a
separately licensed subscription service. Kaspersky
Lab provides the scan engine for full file-based
antivirus.

Routing and Natting
The routing services include IPv4 and IPv6
unicast and multicast, extensive NAT, QoS,
performance and SLA monitoring, and flow
management features. Servers requiring direct
access to the internet will be Natted directly to
the blocks of Public IP addresses provided by
NEXIM BANK.

Content Filtering
Content filtering blocks or permits certain types of
traffic based on the MIME type, file extension, and
protocol command. The content filter controls file
transfers across the gateway by checking traffic
against configured filter lists. The content filter
module evaluates traffic before all other UTM
modules, except Web Filtering. Therefore, if traffic
meets criteria configured in the content-filter, the
content-filter acts first upon this traffic.

Web Filtering
Web filtering lets the NEXIM manage Internet
usage by preventing access to inappropriate
Web content. The integrated Web filtering
solution intercepts every HTTP request in a TCP
connection. In this case, the decision making is
done on the device after it identifies the category
for a URL either from user defined categories or
from a category server.

Security Zones
Security zones are the building blocks for policies;
they are logical entities to which one or more
interfaces are bound. Security zones provide a
means of distinguishing groups of hosts (user
systems and other hosts, such as servers) and their
resources from one another in order to apply
different security measures to them.

Anti-Spam Filtering
Spam consists of unwanted email messages,
usually sent by commercial, malicious, or
fraudulent entities. The anti-spam feature
examines transmitted email messages to identify
spam. When the device detects a message
deemed to be spam, it blocks the email message
or tags the email message header or subject with
a preprogrammed string.

The security zones in this case are:
Untrust Zone: which is the public interface or
allocated to the service provider(s)

Anti-spam filtering allows the customer to use
both a third-party server-based spam block list
(SBL) and to optionally create their own local
white lists (benign) and black lists (malicious)
for filtering against email messages.

Trust Zone: This is the zone in which end users are
grouped

Antivirus Filtering
Some malicious viruses erase files or lock up
systems, while other viruses merely infect files
and can overwhelm the target host or network

Security zones have the following properties:

DMZ Zone: this resides all the managed DMZ
servers.

i.
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Policies: Active security policies that
enforce rules for the transit traffic, in terms
of what traffic can pass through the
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ii.

iii.

iv.

v.

firewall, and the actions that need to
take place on the traffic as it passes
through the firewall.
Screens: A Juniper Networks stateful
firewall
secures
a
network
by
inspecting, and then allowing or
denying, all connection attempts that
require passage from one security zone
to another. For every security zone, and
the MGT zone, you can enable a set of
predefined screen options that detect
and block various kinds of traffic that
the device determines as potentially
harmful.
Address books: IP addresses and
address sets that make up an address
book to identify its members so that you
can apply policies to them.
TCP-RST: When this feature is enabled,
the system sends a TCP segment with
the RESET flag set when traffic arrives
that does not match an existing session
and does not have the Synchronize flag
set.
Interfaces: List of interfaces in the zone.

any security breaches. Network Modifications done
and when needed are easily executed without
stress or challenges.
“I am well pleased with this solution and this meets a
great deal of our needs to manage the IT infrastructure
for this orginaization,” said Richard Essien, AM
System Admin.

About Layer3
Layer3 is a dynamic provider of enterprise-wide,
information technology and telecommunications
solutions. We deliver value through the application
of consultancy & technology.
We are a professional services organization and
systems integrator. We specialize in the design,
implementation and support of complex voice,
video and data networks.
We provide expertise in designing network
solutions – maintaining flexibility for expansion
and growth to new technologies.

All the features discussed so far form part of the
Unified Threat Management (UTM) solution for
NEXIM network.

To find out more about Layer3’s products and
solutions, visit www.layer3.com.ng

The Exchange Server was also published to
the internet via the SRX to enable access to
emails from anywhere in the world.
The MAG6610 was also provisioned to
handle access to the resources via SSL/VPN
service from anywhere in the world.

Results
Employee productivity is boosted as the
network can be fully relied upon, both within
the office environments and remotely, and
NEXIM staff can work on the network without
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